MetoanyecKHe peKOMeHAAUMHE 0 Pa3MeIleHAH Ha HH(OPMAIIHOHHBIX CTEHJAX,
opHuMANBHEIX HATepHET-caliTax | APyrux undopMannOHHLIX pecypeax
00meo0pa3oBaTENbLHbIX 0PraHU3AIHIl H OPraHoB, OCYMecTBALIOMUX yOpaBjeHHe B chepe

o0pasoBanus, uHGOpPMAaUMH 0 6e30HaCHOM NOBeAeHHH H HCII0Ab30BaAHHH ceTH «MHTepHe™

OxcnepraM# H uneHaMu Bpemenno#t komuccuu Coera Defepalldd MO Pa3BUTHIO
uHpopMaHOHHOro ofmecTBa B paMKaX BLITONHEHHA PEKOMEHOAUHM NapJaMEeHTCKHX
CIylAHHE «AKTyaIbHBlE BOMpOChl ObecrieveHMs OE30MACHOCTH W PasBHTAS OeTel B
HHd)bpmaHHOHHOM rpoctpaHcTBen, koTopsie mpomin B Copete ®enepanuu 17 anpens 2017 r.,
Obutr paspaboTaHbl METOAMYECKHE PEKOMEHJALMH O pa3MCIUCHUMM Ha HHQOPMAIHOHHEBIX
cTeHIaX, oOOQMIMaNBHBIX HHTEpHeT-caliTax M - ApPYrEX HHQOPMAUHOHHEIX  pecypcax
o6meo6pa3opaTeNIbHBIX OPraHW3alMii ¥ OpraHOB, OCYILIECTBIAIOMIHX YIIpaBleHHe B cdepe
obpasoBanus, HHQOpMAaUMH 0 6e30macHOM MOBEJCHHH M HCHONB30BAaHHMH ceTH «MHTepHET»
(nanee — MeTOMYECKHE PEKOMEH/IALIHH).

MeTomadeckue peKOMEHJAly HalpapleHbl Ha KA9eCTBEHHOE NOBBILUCHHE YPOBHA
HHQOPMAUKMOHHOM  [eATeNbHOCTH  o0meofpasoBaTeNbHEIX — OpraHM3aluii W = OpPraHoB,
OCYIIECTBIIAIOLMX yIpasneHue B cdepe o6pasoBanus, B 4acTH HHOOPMHPOBAHHA YUAIIHXCA, HX
pomuTenei (3aKOHHBIX NPeJCTABHTE/EH) H MeJarornueckux paboTHHKOB 06 OCHOBHBIX aclleKTax
HHbOpManHOHHOH 6e30macHoCTH.

Meroanueckue peKOMEHJAUWHM IO3BOJMAT 00IeoOpa3oBaTENbHBIM OpPraHH3aluaM H
OpragaM, OCYLISCTBISIOUMM yrpaeneHwe B cdepe o0pazoBaHus, axTyanmu3HpORaTL YKe
HCIIONb3yeMBIE ¥ pa3sMelleHHbIe HH(QOPMaHOHHbIE MaTepPHabl, TaK H MOATOTOBUTE HX B ClyYae
HX OTCYTCTBHA C YUETOM JIY4IIHX [IPAaKTUK H peKOMeHJalHH.

B pamMkax METOIMYECKHX PEKOMERJALU# pacCMaTPUBAIOTCH CJIEAYIOIIHE HHCTPYMEHTHL:

1. uHpOpPMaUHOHHEIE CTEHIDI;
2. oduUHATLHBIE UHTEPHET-PECYPCHY,
3. cpexncrBa MaccoBod HHGOpMAaUKH (IIKOJLHEIE ra3eThl, IeJaroruyeckKHe H3naHus

-

W [ApYyTHE).

Hrughopmayuonnvie cmerOvl
Ha  undopmanmoHEBIX creHpax B 00meo0pa3oBaTenbHBIX — OPranM3amsiX,
pacnoloXeHHBIX B (olie yupexnmeHu#i ¥ B KaOHHeTaX, OCHAUICHHBIX II€PCOHANBHEIMH

YCTpOHCTBaMHM ISt BBIXO/a B ceth «MHTEpHeT», peKoMeHIyeTCs pasMecTUTh HHGOPMALIHOHHEIE




NaMATKH, CONEPYKalllie OCHOBHEIE COBETH! NO ofecmeueHMio MHPOPMALMOHHOHK Oe30MacCHOCTH
yHaLAXCH,
B npunoxenun Nel x MeTOIMHEeCKMM PEKOMEHZIAUMAM NpENCTaBieH 00pajell maMsTKu

11 pasMellleHHs Ha AH(MOpPMAIOHHBIX CTEHAX.

Cpedcmea maccosoti unghopmayuu

B  cpencreax MaCcOBOM MHPOPMALMHE, OPWEHTHPOBaHHEX Ha ofyuaomuxcs,
PeKOMEHAyETCH B Teuenuun ydyebuoro ro;ia perynapHo nyGmukosath WHOOPMAMOHHEE
MATEpHANH!, OCBAMCHHEIE OTACNBHEIM acrneKkraM HHQOPMAUMOHHOH (e30macHOCTH, a Takke
Pa3MYHbIC TAMATKH 00LISTO XapakTepa.

B cpenctBax MaccoBoidt HHGQODMAIMH, ODPHEHTHPOBAHHEIX HA MEJArorHYecKylo
0BLIECTBEHHOCTh, PEKOMEH/IYETCS B TEYEHHH KATEHAAPHOTO TOfd PEryjispHO nybIHKOBATH
uHGOPMAMOHHBIE MaTepUalbl, NOCBILICHHBIE OTHEJIBHBIM aclexkTaM HH(OpPMAaIHOHHOMK
Oe30macHOCTH KakK HECOBEPIIEHHONETHHX, Tak H 00meo6pa3oBaTeNbHBIX OpraHH3alMi, a TaKxke
pa3IMYHEIE IIaMSTKH, OO030pEI HOPMATHBHO-IIPABOBOIO PEryNHpPOBaHHA NaHHOH cdepel u
HHGOPMANHMIO 0 aKTYATLHBIX MEPONPHATHAX ¥ COOBITHAX B AaHHOH cdepe. |

B xoxe nposenenmsa Epmunoro ypoxa mno 6OesonmacHoctH B cetH  «MHTEpHET»
pekoMeHayeTcs 06eCnednTh BBITYCK TEMATHYECKOTO BBINYCKa CPEACTBA MAcCOBOH HAGOpMAanHy
6o cepuu myOnaMKalMM, CPeAH KOTOPBIX PacCMOTPETh OPraHH30BAHHBIE MEPONPHATHS JUIL
of6yJaloOImMXCs, MX - poAWTeNiei  (3aKOHHBIX  IIpeICTaBHTENEH) H  [EJaroruyecKoi

0010ecTBEHHOCTH.

Oguyuanvuvie Humepnem-pecypce
ObueobpasoBaTenbHbiM  OpraHA3aldAM PEKOMEHAYeTCs Ha CBOHX OQHIMANLHEIX
HntepHer-pecypeax obecreunTsb (YHKIHOHHPOBAaHHE CaMOCTOATEIIBHOTO H
cnenuanrn3upoBanHoro paszaen «Madopmanmonnas 6e3omacHOCTE», B paMKax KOTOPOTO

IIPENYCMOTPETE Pa3MELICHHE CeNyIOLIEH HH(pOpMalHH:

Ne Pasnen/moapasaen ®opmar Conepxanne MaTepHajIoB ]
TIPeACTABACHUR
MaTepHAJIOB .
1. | JloxanbHEIE HOPMaTHBHEIE Konuu noxymenTos B | Pasmemmarorcs Konuu
aKTei B cheps oOecneuenus | dopmare ¥*PDF LOKYMEHTOR, T.€. CKAHUPOBAHHEIH
HHGOpPMaLMOHHOH ‘ BapHaHT JOKYMEHTa,
6e30macHOCTH COOTBETCTBYIOIIHH TpebosaHusIM




00 YAoK CA

K [TapamMeTpaM CKaAHMPOBAHHMA.
Pa3memaroTcsa JOKYMEHTHI,
pernaMeHTHPYIOLIHE
OpraHM3auHio U paboTy ¢
TIePCOHANBHEIME IAHHEIMHU,
IJ1aHBI MEPONIPUATHI 110
ofecneyenuio HHPOPMAHOHHON
GezomacHoCTH 06yuaomuxcs 1

OpYTHE,

2. | HopmarusHoe
peryJinpoBaHne

Konun noKyMeHTOB B
¢opmare *PDF

[TyGnukyroTca aKTyanbHbe
cBefterns 00 deaepasbHEIX U
PerHOHANBHBIX 3aKOHAX, [THChMax
OpraHOB BIACTH ¥ APYTHE
HOPMATHUBHO-IIPABOBEIE
HNOKYMEHTBI, periaMeHTHpYIOIIHE
obecrieyerne RHOPMATOHAOR
Be3onacuocTu
HECOBEPLIECHHONETHHX.
JlonyckaeTcs BMECTO KoK
pasMellarTh rENepeChlIKE Ha
COOTBETCTBYIOILIHE JOKYMEHTEI Ha
calfTax OprasoB rocyAapcTBeHHOM
BJIACTH.

3. | Hlemarornueckum
paboTHHKaM

TexreT na cTpanuie
cafTa

Konuu 10KyMEHTOB B
dopmare *PDF

Pasmemaiorca MeTomuueckue
PEeKOMEHJALIME B YKa3bIBAETCA
HHQOpPMALHs O MEPONPHATHSX,
NpOeKTax H Iporpammax,
HANPaBJICAHHIX Ha TIOBRIIEHNE
HH(OPMAaIMOHHOI rPpaMOTHOCTH
HeIaroruvyeckux paboTHHKOB.

4, | ObyqaromumMcs

Texcr Ha cTpaHHIE
cafiTa

Pa3Melnaercs HHGOpMaHOHHAS
namMsTKa (npunoxenue Ne2) u
yKa3pIBaeTCs HHQOpMALHA 0
MEPOIPHUATHAX, IPOEKTaX H
nporpaMMax, HallpaBJICHHEBIX Ha
NOBBINCHEE WHGOPMANHOHHOMH
TPaMOTHOCTH o6ydaromuxcs.

5. | PomurensM (3aKOHHBIM
NpeACTaBUTEIIM)
ofyqalomuxcs

Texcr Ha cTpaHule
caiTa

Pasmemaercs HHpOpManHoOHAAsS
namsaTKa (punoxenue Ne3).

6. | Hetrckue Ge3zonacHbie CAUTH

TexcT Ha cTpaHHIe

caiita

PasmMemaercs HHGoOpMALHA O
PEKOMEHIYEMBIX K
HCIONB30BaHUIO B yueOHOM
npouecce Ge30nacHeX caiTax,
Oanneprr 6e30aCHBIX AETCKHX
caliTos.

Oprasam, ocymecTBafioWMM yupasnende B cdepe oGpa3oBaHMs, PEKOMEHAYETCs Ha

cpoux opunmanbHex MHTepHer-pecypcax ofecnesnTs QyHKUMOHNPOBAHAE CAMOCTOATENLHOIO

H CHeNMalTM3¥pOBaHHOrO pasgen «MupopMaunonHas §e30MacHOCTEY, B paMKax KOTOpOro
IpENYCMOTPETE pa3Mellled e Clieqyiome HR(I)VopMa[IHH:
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Beem nozapsn coofmars cnoio YaCTHYIO WHpOpMAUMio (HacTodle wMM#, (haMunuo,
TenedoH, axpec, HOMEP LIKOJIBL, & TaKke QoTorpadHu CBOH, CBOEH ceMbH H Apy3eit);

2. OTKphiBaTh BIOXKEHHEIE (ainsl 3MEKTPOHHOH NOYTH, KOTAA He 3HaSIIE OTNPABATEN,
3. I'pybuts, npuaupaThcs, OKA3bIBaTh AABICHAE — BECTH CE0S HEBEXJIHBO H arPECCHBHO;
4. He pacnopsykaics neHeramu TBOeH ceMbd 0e3 paspellicHUs CTApMX — BCeraa
crpamuBai poanTenei,
5. He ncrpevaiics ¢ MuTepHeT-3HAKOMBIMM B DPEATRHOM KH3HM - IIOCOBETYHCA CO
B3POCBIM, KOTOPOMY AOBEPSEIb.
OCTQPQOXHO
1. He Bce nuamyT npasay. Yurtaems o ceGe Hempasny B MiuTepHere — coofmu o6 stoM
CBOHMM POMHUTENAM HIIH ONICKYHAM;
2. TlpurnamaioT NepenucHBaThCH, HIPaTh, OOMEHHBATECA — IPOBEPD, HET /M NOABOXA;
3. HezakorHOE KonHpoBanye (aiinos B HTEpHETE — BOPOBCTBO;
4, Bceerna pacckaspiBai B3pocHeM 0 pofneMax B CeTH — OHK BCETZA IIOMOTYT,
S. Hcnomesy# mactpolixu OesomacHOCTH H NpHBaTHOCTH, WToOH HE NOTEPSTH CBOM
aKKAYHTHL B COLICETAX H JPYTUX OpTaIax.
MOXHO

1.
2
3,
4.

-3,

Yeaxal ApyrHuX MONB30BATENCH;
TNonpsyemses HuTepHeT-HCTOMHHKOM — Aenall CCHUIKY Ha HETO;
OTxpaiBai TONBKO TE CCBUIKM, B KOTOPBIX YBEDEH;

OfuaTsest 338 NOMOLIBIO B3POCHBIM — POAMTENH, ONEKYHH ¥ aOMHHHCTpAnus CaliToB
BCErJa IOMOTYT;

Ilpoiinu o6yuenue Ha caitTe «CeTeBHYOK» H NOIYYH AcOpT HGPOBOrO rPaKJaHHHA!




Npuaoxenue Ne2. Hndopmaunonnas namaTka 41 o6y4ar0muBxcs Juisi pa3MeIieHus Ha
oduumaneaerx MHaTepReT-pecypeax

- C K&XIBIM TOZOM MOJIOZIEXKH B HHTEPHETE CTAHOBHTACH GOMBINE, & MIKOILHUKA OJHH H3
CaMblX AKTHBHBIX IOJb3oBarenek PyHera. Mexay TeM, NMOMUMO OIpPOMHOTO KOIHYECTBA

BOIMOKHOCTEH, MHTepHeT HeceT u npobiembl. DTa NaMATKa JODKHA moMo4b Tebe Oe3omacHo
HaXOOHUTECA B CETH.

Komnvromepnvie supycol

KoMmeroTepHeiift  BUPYC — 3T0 Pa3sHOBMIHOCTh KOMIBIOTEPHEIX  IPOTDaMM,
OTNHYATENRHOA OCODEHHOCTBIO KOTOpPOH sBIsAeIcAd CHOCODHOCTE K pasMHOXEHMIO. B

NOTONTHEHHE K 3TOMY, BHPYCEL MOTYT HOBPEIATE WIH TONHOCTEIO YHHUTONHTE Bee daiinsl u

JaHHbIe, MOJKOHTPONBHEIE MOJL30OBATENIO, 0T HMEHM KOTOpOro ObLia 3anylnmena 3apakEHuas
NporpaMma, a TaKKe MOBPEldTh HIH JaXe YHHYTOXHTh ONEPALMOHHYIO CHCTEMY CO BCEMHU
QaitnamMu B nenom. B GONBIIHHECTRE CilyYaes PACHpPOCTPAHSIOTCH BUPYCH Yepe3 HETEPHET.

MCTOILBI 3aI0HTEI OT BPEAOHOCHBIX IPOrpaMmM:

1. Henons3y# cOBpeMEHHSBIE ONEPANHONHEIC CHCTEME!, AMEIOMME cephE3HEi yposeuh
3QIATH! OT BPEAOHOCHEIX TIPOrPaMM;

ITocrosHHO ycTaHaBnuBail mauTd (UupOBRIE 3alIATKH, KOTOPHIE ABTOMATHYECKH

YCTaHaBIUBAIOTCA C HEdbI0 NopalTKHU NpOTpamMmel) ¥ Apyrue OOCHOBNEHMSA cBoei

onepanOHHON cHcTeMbl. CkadnBali Hx TOIBKO ¢ OQHUIHATBHOrO calita paspaboTanka

OC. Ecnu cymiecTByeT peuM aBTOMATHYECKOr0 0OROBNEHHA, BKITOYH €ro;

PaGorait Ha cBOeM KOMIIBIOTEpE NOA MPABAMH IONBL30OBATEN, 4 HE AAMHHUCTPATOPA.

310 He MO3BONMT GONBIIMHCTBY BPEAOHOCHBIX MPOIPAMM UHCTAIUIMPOBATECH Ha

TBOEM MEPCOHATBHOM KOMIBIOTEPE;

Wcnonssyli aHTHBHPYCHBIE IIPOrPAMMHEIE TIPOXYKTE] U3BECTHBIX IPOU3BOAHTENEH, C
asToMaTH4YecKuM o0HOBNenreM Das;

Orpannys hu3nyecKuil TOCTYN K KOMIBIOTEPY LIS OCTOPOHHMX JINIL;

Wcnons3yit BREIMENE HOCHTENH HHGOPMALUH, TAKHE Kak QIemnKa, JHCK Uiy daiin u3
HHTEPHETA, TONLKO B3 NPOodEepPEeHHEBIX HCTOSHHKOR;

He oTxpeBalt xoMnpioTephbie (aiinei, NONyICHABIC W3 HEHaASKHBIX HCTOYHHKOB.

Jaxe Te Qaitnel, KOTOphlE MNpHCHAN ’moﬁ 3HaKoMEBI. Jlywime yTOYHUM Yy Hero,
OTHpABIISI X OH Tebe uX.

%

Cemu WI-FI

Wi-Fi - 370 He BRJ NMEpefayy AaHHEIX, HE TEXHONOTHS, 4 Beero aums Opena, Mapka, Emge
B 1991 rony Hmpepnanzckas KOMIaHda 3aperncrpaposana Openn « WECA», wro obo3ragano
crosocoyetanue « Wireless Fidelity», xoTOpEIiA nepeBoaUTCA KaK «OSCIPOBOHAL TOUHOCTED,

Jlo mamrero BpemeHm Jomuia apyras abOpeBHarypa, KoTOpas fBISeTCS TakoH xe
TexHonorue#t, 3o ab6pernarypa « Wi-Fin. Taxoe yazpanue G510 JAHO ¢ HAMEKOM Ha CTAHIApT
sriciuii 3ByxoBolf Texauxy Hi-Fi, uto B nepesone o3navaer «BLICOKad TOYHOCTEY.

Ha, GecraTHEIH HHTEPHET-KOCTYH B Kade, OTEMIX U adPONoprax ABIAETCH OTIMTHOMN

BO3MOXXHOCTBIO BRIXOJa B HHTepHeT. Ho MHOTHE KCTIEPTE CHATAIOT, ITO oﬁmeaoc'ryrmbm Wi-
Fi cetd He aBua0TCH 6€30NaCHEIMH.

Cosernl 10 6e3onacHocTH paboTe B 00IEROCTYIHEX ceTsx Wi-fi:
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He nepemasait cpoxo muumyio wH(opmanuio depes obmepmocTymusie Wi-Fi cern.

Paforas B H#x, XeNaTeqbHO He BBOIWTH NAPOJH HOCTYIA, JIOTHHE M KaKHE-TO
HOMepa,; ‘

2. Hcnons3yit B 06HOBNAN aRTHBHPYCHEIE porpaMMel H OpaHaMayep. TeM caMmbIM Th!
ofe3onacuuls cebs OT 3aKauKH BUPYCa Ha TBOE YCTPOHCTBO;

3. Tlpu ucmomszoBarud Wi-Fi otwmnowmw ¢ymxumro «O6umit moctyn x daidtmam u
npuATepamy». Jannas (yakaovd 3aKpHTA N0  yMONYAHMIO, OJHAKO HEKOTOPHIS
I0NL30BATE/IH aKTHBHPYIOT e€ wia ynoOcTBa HCIoNb30Bakus B paboTe wim ygede;

4. He mcnompsyli nyOmwunsii WI-FI s nepenayn NHYHBIX NaHHBIX, HAPHMEp JUIA
BBIXOJA B COLHANRHEIE CETH UMK B MEKTPOHHYIO IIOUTY;

5.

Wnons3yit Tonsko 3awmensoe coenunenue yepes HTTPS, a e HTTP, t.e. npu
safope BeG-anpeca BBOAK uMeHRo «hitps:/»;
6. B wmoOmnoHoM Tenedore orTkmoun Pymkmmo «[logwmouenre k  Wi-Fi

aBTOMATHYECKH». He fonycxai apTOMaTHYECKOrO MOAKIIOYEHHAs YCTPOHCTBa K CETAM
Wi-Fi 6e3 TBOErO CoTnacus.

Coyuaiibuble cemu

ConpanpHple CETH aKTHBHO BXOJAT B HANIY JKH3Hb, MHOTHE JIIOAX paCoTaloT M KUBYT
TaM NOCTOAHRO, a B Facebook yike 3aperucTpupoBad MuiLmHaps 4ejoBeK, WTO ABJIAETCH OLHOM
cenpMOit BeeX JKHTeNeH IUtaHeTsl. MHOrHe IONB30BAaTelH HE NOHAMAIOT, YTO HHQOpMamms,
pasMEIIEHHAs HMHU B COLIHAIBHBIX CeTsX, MoxeT ObITh HalileHa H HCIIONb30BaHAa K€M YTOJIHO, B

. TOM 4YHCIE He 0653aTeNILHO C GnardiMu HAMEePEHHAMH.

OCHOBHHC cOBeTH 0 6e30NaCHOCTH B CONBANLHEIX CeTHX:

1. Orpanwub cnucox apyseft. Y Tefs B APY3bsX HE AODKHO OHITh COyuyaHBIX H
HE3HEKOMBIX JItonei;

Saminal cBOIO YacTHYIO XH3Hb. He ykasemsait naponu, teneboH:l, aapeca, fary

TBOETO DPOXIEHHS H JPYIYIO JHHHY) HHOOPMALHIO, 3IOYMBIINEHHHKH MOTYT

HCIONBE30BATh JaXe HHQOPMAUMIO O TOM, KAK THl H TBOH POJHTENH IUIAHUpYeTe

TIPOBECTH KaHHKYILL

3aupimali CBOIO PEIyTAIMIO - AEPXKH €€ B YHCTOTe ¥ 3adasali cebe sonpoc: xoren Ou

ThI, wToOBl ApPyrHe NOJIL30BATeN BHJACHH, YTO THI 3arpyKaems? Honymaﬁ Tpexae

YEeM YTO-TO ONyONIMKOBaTh, HATHCATE H 3aTPY3HTh;

Ecnu THI TOBOpHIIG C JIIOABMH, KOTOPEIX HE 3Haellb, HE HCHIOJL3YH CBOE pealbHOE

UMs ¥ JOPYTyI0 JIHYHYIO MHOOPMAIMH: MMS, MECTO KHTENBCTBA, MecTo y4eOnl H

Ipouee;

NaBerait pasmenienus Gororpaduil B Mureprere, rae Thl H300paxes HA MECTHOCTH,

110 KOTOPOR MOXHO ONIPEACHNTh TBOE MECTONONOKEHHE,; .

ITpu perucTpanuy B cCOLMANbHOR ceTH HEOOXOAMMO HCIIONBE30BATE CIOMKHEIE TAPOIH,

cocTosnue 13 OYKB B MHdpP B ¢ KOMHYECTBOM 3HAKOB He MeHee §;

Jnda connansHOi CeTH, NOYTH! B APYTHX caliToB HeoOXOAMMO HCIOIB30BATL PA3HEIE

napons. Torja ecny Tebs B3JIOMAKOT, TO 3TOYMBILUIEHHHKH MONYYaT HOCTYI TONBKO
K OJHOMY MECTY, a He BO BCE CPa3y.

2i

DnexmpoxHble JeHbau

ONEKTPOHHEIE JEHbIH — 3TO 0YEHB y,uoﬁamﬁ Cnpcob muaTexed, OMHAKO CYINECTBYIOT
MOLIEHHHUKH, KOTOPEIE XOTAT IOy HTh STH ACHBIH.

BJIEKTPOHHLIG OCHETH [MOABWIMCE COBCEM HEOABHO H HMCHHO H3-3a 3'!.'0['0 BO MHOTHX
TOCYIapeTBaxX NO CHX NOp He NPOIHCaHe IPo HEX B 3aK0HaX,

-

>~
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B Poccum e oHm (QyHKUMOHMPYIOT M O HHX YXe IIPONMCAHO B 3aKOHE, TAE HX
PA3fENsIOT HA HECKONBKO BHAOB — AHOHHMHHE ¥ He aHOHHMHHE, PasEmua B TOM, YTO
aHOHMMHBIE - 3TO T€, B KOTOPHIX paspeiiaeICi NpOBOAWTH onepauuu Oe3 uaenTHOHKAIIH
TI0JIb30BATEIA, @ B HEAHOHKMHEIX HACHTH(HKAIEA [10I530BaTEIs ABIsSeTca 00a3aTemROl.

Taxxe ClemyeT pa3znuyarh NeKTPOHHEE (QHATHBIC ACHBIH (PaBHEI FOCYAapCTBEHHEIM
BATIOTaM) ¥ JIEKTPORKEIE HeUaTHEIE ACHBTY (HS PABHBI TOCYAAPCTBEHHBIM BAIOTAM).

OcHOBHEIE coBETHI 110 Ge30macaoi paboTe ¢ SNEKTPOHHBIMHA JERLIaMH:
1. Tlpusmiu K cuery mMobunbHBIH TenedoH. IT0 caMplit yZRoOHBIH H OBICTPRIL cOCOD
BOCCTAHOBHMTEH JOCTYN K cuery. [Ipups3zanuent tenedoH momMoxeT, ecnd 3alfyrews
CBol riaTexHe Naponb WY 3afifieinb Ha calfT ¢ He3HAKOMOro yCTpolicTaa,
Hcnonbsy# oxsopasoseie maposiu. [Jocie mepexona Ha YCHICHHYIO aBTOPH3aLHIO
Tebe yxxe He OyAeT yrpoxaTh OIIaCHOCTH KPRKH HIIM TIEPEXBATA MIIATEKHOTO IapoJLd;
Bribepu cnoxusiii napons. IlpecrynHukam OyneT He IIPOCTO YTaflaTh CJIOKHbOA
napons, Hanexuele napond — 370 Napoli, KOTOPEIE COIEPKAT He MEHee 8 3HAKOB U
BIUTIOYAIOT B ¢e0s CTPOYEBIC ¥ NpomucHEe OyKBEI, NHGAPH B HECKONBKO CHMBOJIOB,
TaKHe Kax 3Hax pojuiapa, yHTa, BOCKIMIATENbHbIH 3HaK ¥ T.1. Hanpumep, $tR0ng!;;
4, He BBOIM CBOR JIAYHEIE JaHHLIC Ha CAlTaX, KOTOPHIM HE A0BEPSEIID.

Onexmpaunas noyma
JNEKTPOHHAA NI0YTa — 3TO TEXHOJOTMA H NPEIOCTARAAEMEIE €10 YCIYTH N0 NEPeChUIKe ¥

TIOJIyIGHHIO NEKTPOHHABIX COOCMIEHHH, KOTOpHE DACHpENeNsiiorcs B KOMIBIOTEPHOH CeTH.
OOBlYHO ~ 9NEKTPOHHBIM  TOYTOBRIM  SIIAK  BBEIVIAAHET  CHEAYIOIIAM  oBpasom:

. MMA_TOMB30BATENA@UMA_JloMeHa. Takke KpOME I[epefayu [POCTOTO TeKCTa, HMESTCH

BO3MOKHOCTE Neperasath Gainsl.

OcuoBHble cOBETH! O Oe3onacHoit paboTe ¢ 3nexTPoHHOH NOYTOH:
1. Hano BriOpats mpaBUiIbHBIN ITOYTOBEIH cepBHC. B HHTEpHETE €CTh OIpOMHbIH BhIGOD

OecriaTHBIX ITOYTOBBIX CEPBHCOB, OJHAKO JYYINE JOBEPATE TEM, KONO 3HAEIIE H KTO
NEPBEI B PEHTHHTE,

2. He yxasbmsait B juungoil noure muunyo magopmanmo. HanpuMep, nyame Buibpars
«MYSHIKILHBH_(anat@y wnm «pok2013» BMecTo «remally;

3. Hcnonp3y# ABYXITaHYIO aBTOPU3ALMIO. DTO KOIAA IIOMUMO NApOJLA HY’KHO BBOANTE
KOJI, IpHChUIaeMBIH 110 SMS; ,

4. Bribepn cnoxueii napois. JUIS KaXIOro NoYTOBOro sUIHKA AOJDKEH ObITh CBOM
HAJIeKHEIN, YCTOHYHBEIA K B3/IOMY [Ap0Ilh;

5. Ecnm ecTh BOIMOXHOCTE HANMMCATH CAMOMY CBOM NHUHEIA BONPOC, HCHOMB3YH 3Ty
BO3MOXHOCTB;

6. Hcnonesy#f HECKONLKO IIOYTOBHIX smukos. IlepBnit ans wacrHOM mepemmcku ¢
anpecaTaMH, KOTOpPBIM Thl JOBepselIb, OTO OJJIEKTPOHHEIM anpec He Hauo
HCIOJNBE30BATE IPH PErHCTPAlHH Ha Gopymax H caiTax;

7. He oTkpeiBall Qalyel H NPYTHE BIOXKEHUs B [MCBMAX AAKE €CIH OHM NPHILIK OT
TBOKX Apy3ei. Jlyyie yTouRH y HuX, OTnpasisny au ouu Tee 311 dains,

8.

Iocne oxonyanus paGoTel Ha IOYTOBOM CEPBHCE NEpe] 3AKPHITHEM BKJIANKH C
caiiToM He 3abyab HaXxaTh Ha «BeIATHY.




IS s s

Kubepbyanunz uiy supmyanvHoe u30eaamenscmeo

KubepOynnuser -— mnpecnegosabue CcoOOIMEHHAME, COASPKAMME OCKopOnenns,

arpeccuIo, 3alyTrHBAHHE; XYIATAHCTRO; COUHANLRHOE BOMKOTHPOBAHHE C MOMOINEIO PA3IHYHAX
MHTEPHET-CEPBHUCOB.

Ocuosrsle coBeTs! 10 Gopsde ¢ kubepbynmurom:

1. He Opocalicst B Gol. JIyquni crnocod: nocoBeToBaThCH KAk ¢e04 BECTH H, €CNH HET
TOro, K KOMY MOXHO OOpaTHTILCA, TO BHa4ale YCIOKOWThCA, Ecim Tel Haunems

OTBEUATH OCKOPONCHMAMI Ha. ocKopOnenns, T0 TONBKO eme Jonsuie PasoNKeNs
KOHGIIHKT;

2. Vnpasnsit ceoeit mﬁeppeny‘rauneﬁ
3

AHOHMMHOCTP B CeTH MHMMasi, CymiecTBy:OT cmocoObl BBIICHHTB, KTO CTOMT 3a

AHOHHMHBIM AKKAYHTOM;

He crout secty xymaranckuii ofpas supryansnol sxusun, Matepaer duxcupyer see

TBOM HEHCTBUA ¥ COXpPAHAET HX. Y RanuTh ux OyneT KpaliHe 3aTPyAHUTENLHO,

Cobmopgaii cBoi BUPTYaIBHYIO YECTL CMOJIOAY;

VrHopupy#t emvHHYHEIH HeraTHB, ORHOpa3oBEIC OCKOpOHTENBHEIE COOBINEHHUS

JIYYIIe NraopupoBaTh. OOBMHO arpeccus IpexpalnasTcs Ha HayanbHoH cTaamy;

BaH arpeccopa. B nporpaMmax 06MeHa MIHOBEHHBIMH COOBILEHUAMY, B COL{HATBHEIX

CETAX ©CTH BO3MOXHOCTE ONOKHPOBKM OTHpask coo0meHHff ¢ OnpeleNeHHbiX

a/IpecoR;

8. Ecim 71e1 ceupmerenr xubepOynnmura. Teow JeHCTIBHS: BRHICTYNMTR NPOTHB
[IpECNeioBaTeNd, [0Kd3aTh €My, WI0 €ero AeHCTBHS QUEHUBAIOTCA HETATHBHO

]
IOAAEPKAaTh JKEPTBY, KOTOPOH HyXHa ICHXOJOTHYECKas TOMOIb, COOOLIMTE
B3POCHEIM O (aKTe arpeCCHBHOTO NOBENCHHA B CETH.

MoGunenwiii meneghon

CoBpeMeHHBIe cMapTQOHEI H IUIAHINETHI coepkar B cebe BIONHE B3POCHEIH
(byHKn#oHaN, ¥ TeNeph OHM MOTYT KOHKYDHPOBaTbh CO CTalHOHAPHBIMHM KOMITBIOTEPAMH.
Opraxo, cpeacTs 3aLMTEL /1K MMOJ0OHEIX YCTPOHCTB OKA 09eHE Maylo, TECTHPOBAHHE U ITOUCK

yAIBEMOCTEH B HMX NPOMCXOUHT He Tax MHTeHCHBHO, Kax it ITK, To e camoe xacaercs u
MOGHIBHBIX TIPHITOWKEHHH.

CoBpemennsle MOOHRNBREIE Opay3epsl yoke NPakTHYSCKA AOIHAIH HACTOJIBHEIE GHAIOTH

]
ONHAKO pacmupeHHe (QYHKUHOHana BjedeT 3a coGot GONBINYIO GNOXKHOCTE H MEHBIIYIO
SaLIHIEHHOCTE,

Janexo He BCe MPOU3BOIWTENH BEIYCKAOT OOHOBICHMA, aaprmmomne KPUTHYCCKHE
YA3BUMOCTH JUIA CBOMX YCTPOHCTR.

OcHosuEle coBeTsl Ana HesonacHocT MobunbHOrO TEnedoHa:

1. Hwugero se sipisiercs no-macTosmiemy OectulatHeiM. Byznb ocTopoxel, Beahb xorza
Tebe npeanaraior OecrnarTHe! KOHTEHT, B HEM MOTUYT OHITH CKPHITHI KakKue-
TUIATHBIE YCIIYTH;

JyMait, mpexpe deM oTnpasats SMS, doto uma Buaeo. Thr TOIHO 3RACWIL, [NiE OHE
OyayT B KOHEYHOM HTOre?

HeobxoxuMo 0OHOBNIATE ONEPALKOHHYIO cacremy TBOEr0 cMapTdoHa;
Hcnons3yd aHTHBHEPYCHbIE IIPOTPAMMBI JULA MOBGHITBHBIX TenedoHOB;




5. He 3arpysaif IpuIOKeHHS 0T HEHIBECTHONO HCTOYHHKA, BeJb OHH MOTYT COZEDHATh
BpeOHOCHOE MpOrpamMMHoe obecreueHHUe;

6. Ilocne Toro Kax TH BEHAEWS C calTa, Iie BBOXHJ JHYHYIO HHpOpMaNHio, 3ali1d B
HacTpoiiku Gpaysepa u yaanu cookies; '

7. Tlepmommueckyu npoBepsai Kakue IUIATHEIE YCIYTH aKTHBHPOBAHEI Ha TBOEM HOMEDE;

8. Japait csoii HOMep MoOmIbHOTO TeneoHA TONLKO MIOAAM, KOTOPEIX THl 3HAemb H
KOMY JOBEPACIIb;

9. Bluetooth momxen GbITs BBIKIIOYEH, KOFAA THL MM He MOMB3yemscs. He 3a0kmait
MHOT/Ia IPOBEPSTH ITO.

Online uzpul

CoBpemennble OHJAMH-HfPBl — 9TO KPAacOUHBIE, 3aXBATHIBAIONIHE pa3BIIEUCHHS,
o0benMHSsIONIME COTHA THICHY YeJIOBEK 10 BCeMy MHPY. VIrpOXH MCCIEIYIOT NAHHEIN MM MHp,
o0maoTCa APYT ¢ APYrOM, BHINONHAIOT 3aJaHK4, CPAXKAIOTCH ¢ MOHCTPAMU ¥ NONYYalOT ONBIT.

3a yHOBONBCTBHE OHM IUIATAT: [OKYNAIOT AMCK, OILTAYMBAIOT a0OHEMEHT Wi IpuobperaroT -
KaKHe-TO OITLHH,

Bce 3TH cpexcTBa HAYT Ha I[IOAZEp)KAHHE H pa3sBHTHE HIPH], 4 TAaKKe Ha caMmy
Ge30MacHOCTh: COBEPIICHCTBYIOTCA CHCTEMEl AaBTOPH3AUMH, BBIIYCKAIOTCH HOBEIE AT
(umbposrle 3anraTky A1 nporpaMM), 3aKpHIBAIOTCA YA3BAMOCTH CEPBEPOB.

B nopobuex HIpax CTOHT OracaThCAd HE CTOJIBKO CBOMX COIMEPHHKOB, CKOIBKO Kpa}KH
TBOEro 11apoJisf, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPH3allHH 60NBIIHHCTRA HID.

OcHOBHEIE COBETHI 10 6€30MaCHOCTH TBOEr0 HIPOBOTO aKKayHT4:

1. Ecam apyroi urpok BegeT cefs mIOX0 WK co3naeT Tebe HelpHATHOCTH, 3a6I0KHpyi
€T0 B CIIHCKE HIPOKOB;

TMoxanyfics anMHHUCTPaTOpaM WMIPH Ha IUIOXO€ INOBEACHME O3TOrO HIPOKa,
WEJATeNbHO MPHIONUTE KAKHE-TO JOKA3aTeNbCTBA B BUAE CKPHHOB;

He yka3piBait THYHYIO HHOpMaILHIO B ipodaiine Hrper;

VYBaxali ApyrAX y4aCTHHKOB IIO HIPE;

He ycranaBneBail HeopHIHANEHEIE IATYH B MOJBI;

. HMcnone3y# cnoxHbIe B pasHEIE NAPOIH;

Jaxe BO BpeMs HMIPHl HE CTOHT OTKJIIOYAaTh aHTHBHPYC. IIOKa TBI Mrpaeins, TBOH
KOMIBIOTEP MOTYT 38DA3UTS.

i

T O Ll 1R

Pumunz UnU KpaxXca IUYHbLX OGHHBIX

OGrryHOH KpaeH JeHer M NOKYMEHTOB CErOAHsA YK€ HHMKOrQ Heé YAHBHINb, HO C
Pa3BHTHEM HMHTEPHET-TEXHOJOrHH SMOYMBIWICHRHKH - IEPEMECTHTUCh B MHTEPHET, H
NPOAOIIKAIOT 32aHHMATHCS ((IIOCHMBIMY JEJIOM,

Tak nmosBuNack HOBas yrpo3a: HHTEPHET-MOMEHHHYECTBA WM (GHINMHT, [NaBHAaf LENh
KOTOPOr0 COCTOHT B IONYy4EHHH KOHQHICHINAILHBIX NAHHBIX II0Jb3OBaTENEH — JIOTHHOB H

naponeid. Ha anrnuiickom a3bike phishing yutaercs kak QumMHr (0T ﬁshmg — pei6HAad 0B,
password — I1apoJib).

Ocnosaelie coBeTH N0 Gopsbe ¢ duinmaroM:

l. Cnexu 3a cromM axkayHToM. ECng THl MOZO3peBaemsb, 94To TBOA apKera Ohuia
B3JIOMaHa, TO HeoOXoAHuMO 3a5noxapoaa'ra €e -H COOOIMTE A[MUHUCTPATOPAM
pecypca 06 3TOM KaK MOXHO CKopee;




2. Hcnome3yit GesomacHple BEO-CAiiTEl, B TOM 4HCHE, HHTCPHET-MATA3MHOB K
ITOHCKOBBIX CHCTEM;

3. Hcoonsayif cioxusie ¥ pasHbie napond. Taxum ofpa3oM, eciu TeGd B3TOMAIOT, TO
37I0YMBIILTERHHUKH IT0y4YaT ZOCTYI TOJIBKO K OMHOMY TBOEMY POQHIIIO B CETH, a HE
KO BCEM; -

4, Ecmu Tebs B3JIOM&UIH, TO HEoOXOIMMO MpeAyNIPeNHTh BCEX CBOMX 3HAKOMBIX,

KOTOpEIe noGapiens! y Tebs B Apy3spsx, O TOM, YTO Te0s BIjIOMANM H, BO3MOXHO, OT

TBOErQ AMeHH OYIeT pacChLIaThCA CHaM H CCBUIKH Ha QHIIHHETOBBIE CalfTh;

Yeranosu Hanexubi napons (PIN) va Mobunereli Tenedon;

OTxmoun coxparenue napons B Gpaysepe;

He orkpblBail Gaiiiel ¥ JpyrHe BIOXKCHHA B IHCHMAaX NAXE €CNIH OHH NMpPHLUIA OT

TBOEX Jpy3eH. JIyuie yrouHy y BHX, OTOPABIANH 1 OHE Tebe 31y daiinkl.

e

L{ugposas penymayus ~

Hudposas penyTaius - 3T0 HETaTHBHAY MM NO3MTHBHAS MHGBOpMAnus B ceT: o Tebe.
Komnpomernpyromas uadopmanusd pa3MellcHHas B HHTePHETEe MOXET CephesHbM obpasom
OTPasHTLCA Ha TBOEH peanbHON xu3HE. «lludposas pemyTaums» - 5TO TBOH MMHIK, KOTOPBIH
bopMupyerca u3 uHbopMalnuy o Tebe B HHTEPHETE.

—

TBoe MeCTO »HTENBCTBA, YUeOhl, TBOS JHHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapaKTepa
H paccKa3bl 0 BIH3KHX — BCE 3TO HAKAIIMBAETCA B CETH.

MHorue moapoCTKY JETKOMBICIEHHO OTHOCATCA K IIyONHKalMK JIHYHOH HHbOpMAanua B
HWgrepHere, He MOHMMAsR BO3MOXHEX nocnencTBui. TH axe He CMOXEIIL NOTafaThCh O TOM,
yto doTorpadms, pasMeleHHas 5 €T Ha3al, CTaNa IPUYHMHON 0TKa3a IPHHATH TeOA Ha paboTy.

KommenTapuu, pasMelleHHe TBOMX ¢oTorpaguit u ppyrme IeHACTBHA MOTYT He
WCYE3HYTh JKC TIOCHE TOrO, K&K Thl WX YJANuMmb. bl HE 3HAemib, KTO COXPaHMN ITY
HHOPMaIHIO, MTONIaNa JIH OHa B ITOMCKOBBIE CHCTEMEI H COXPAHMIACh JIM OHa, & IJIaBHOE: YTO
nonyMaroT o Tefe oKpy'Kawomiee NIOAM, KOTOphle HaWayT M yBMAST 370, Halite mrdopmanwmio
MHOQIO JI€T CILyCTH CMOMeT moboH — Kak H3 HoOpex mobyxpeHuHd, Tak B C HaMepeHHEM
TIPUYMHETD BpeA, DTO MOKeT ObITh KTO YTOIHO.

OcHOBHBIE COBETEHI 110 3aluuTe LH(PPOBOH penyTauun:

1. TMomymalt, nmpexae HeM 4TQ-TC MyONUKOBATH M IepenasaTh y cefs B Gnore umu B
CONHAJIEHOH CETH;

2. B uactpoiikax npodris yCTaHOBU OTMpaHMYEHUSL HA IPOCMOTP TBOETO MPodrIIA U ero
COJIEPIKHMOT0, chena ero ToJLKO «IULi Apy3eiin;

3. He pasmemait u He ykazsmsai uHdopMaliio, KOTOpas MOXKET KOro-nubo ockopbnsars
HJIA O0OMIXATh,

Asmopcroe npaso

CoBpeMeHHBIE WIKOJABHHKH—~ AaKTHBHbBIE IIOMBL30BAaTENH LMGPOBOTO IPOCTPAHCTBA.
Ongnaxo Janexo He BCe 3HAKOT, YTO TOML30BAHME MHOTHMY BO3MOMHOCTSMH IM(pPOBOro Mmpa
TpebyeT cobnmoaeHus Npas Ha HATEIUIEKTYalbHYIO COOCTBEHHOCTB.,

Tepmun «HHTENNEKTYaNbHA# COGCTBEHHOCTE? OTHOCHTCH K DasiMYHEIM TBOPEHHSM
9eJI0BEYECKOTO yMa, Ha9HHad C HOBBIX M300peTeHnil U 3HaKOB, 0603HAYAIOIMX COBCTBEHHOCTE

Ha NPONYKTBL W YCHYrH , M 3aKkaguuBas Kauramu, dororpadusMu, KuHodunsMamu o
MY3BIKaJIbHEIMH TIPOM3BEICHHAMH.




ABTOpCKHE TIpaBa — 310 n?)ana HA WHTEIUICKTYAMbHYIO COGCTBEHHOCTh HA IPOU3BECHAS
HayKH, TUTEPATYPLl H HCKYCCTBAZ ABTOPCKHE 1IDaBa BEICTYNAIOT B KA4eCTBE TAPAHTHH TOTO, UTO
MHTEJUIEKTY&IbHELA/TBOpYECKHH TPy asTopa He GYyJAeT HAIpacHBIM, JACT €My CIpaBelIHBELE
BO3MONKHOCTH 3apalOTaTh Ha pe3ynbTaraX CBOEro TPYIHA, HONYUHTSH H3BECTHOCTL H NpU3HAnue.
HuxTo 6e3 paspeleHHs aBTOpa HE MOXKET BOCIIPOH3BOJHMTE €I0 IPOH3BEACHHE, PACTIPOCTPAHATE,
MyONHYHO AEMOHCTPHPOBATH, MPOJABATh, MMIOPTHPOBATh, IYCKATh B MPOKAT, MYGIMIHO
HCMOTHATS, NOKa3bIBATE/UCIIONHATE B 3(Upe WK pasMemars B MinTepHere,

Heoonp3obanue «IUPATCKOroy NporpaMMHOTo ofecriederus MOXET IPHBECTH K MHOTHM
pHCKaM: OT [IOTEPH NAaHHBIX K TBOMM A&KKayHTaM N0 ONOKHPOBKH TBOEr0 YCTpOHCTBa, Iue
YCTaHOBIICHHBI HE neransHas nporpamMma. He crour Tawxe 3a0BIRATE, YTO CYINECTBYET
neranbHble # GecnnaTHble IPOrpaMMEl, KOTOPLIE MOXKHO HAl{TH B CETH.

0 nopmane

CereBHYOK.p) — TBOH TIMaBHBEIM COBETYHK B CETH. 31€Ch THI MOXEUIh Y3HATE O
0€30MacHOCTH B CETH TOHATHBIM M IOCTYNHBIM S3LIKOM, 2 NPH BO3HHKHOBEHHM KPHTHYECKOH
CHTyaUMH OOpaTHTBCS 33 COBETOM. A TaKKe NPUHATEL YYaCTHE B KOHKYPCAX H CTATH CAMBIM
UG POBEIM TPaKIAHHHOM!




Ilpuinoxenne Ne3. Ilamarka ans poaureneii 006 undopMannonsoii GesonacHocTH eTeil

Onpenenenre TepMuHa «HHGOpPMAUHOHHAS O€30MACHOCTD [eTel» CONCPIKUTCH B
DenepansHom 3akone Ne 436-03 «O samure peredt oT HHPOpMALMY, IPHIMHAOMER Bpea HX
3J0POBBIO M pa3BHTHIO», DPETYIHPYIOIIHM OTHOIICHHA, CBA3aHHBEIC C 3amuToR Aerefi oT
uHQOPMAUMY, IPHYUHSIOIIEH Bpe/l HX 300PORBIO U (W) pasBHTHIO. COrnacHo JaHHOMY 3aKOHY
«aH(popManHorHas 0e3011acHOCTh AETel» - 3TO COCTOAHHE 3alIMINEHHOCTH, IIPH KOTOpOM
OTCYTCTBYET PHMCK, CBS3aHHBIl C IpuyuHenneM undopmanyed Bpeia MX 3A0POBBIO M (Wim)
(QHIMIECKOMY, ICUXHYECKOMY, TYXOBHOMY, HPABCTBEHHOMY Pa3BHTHIO.

B cuny Denepaneproro sakonma Ne 436-03 wundopmanued, npmommomeif Bpen
3[0POBEIO H (MIIH) Pa3sBHTHIO AeTeH, ABIsIeTcs:
uHbOpMALH, 3aNpelIeHHas U1 PACIIPOCTPAHEHHS CPENH HeTel;

2. urdopmanmg, pAcIpoCTpaHeHue KOTOpOH OTrPaHHYCHO cpeny
Jerell  ONpeleneHHBIX BO3PACTHBIX KaTETOPHH.

3. Kundopmaunn, sanpeneHHOH Ui pacTipOCTPaHEHUs CPeaH eTel, OTHOCHTCS:

4. udadopmauus, nofyxparommas HeTeit K COBEPIUCHUIO AeliCTBHI, NMpeacTABNIOIIHX
YyIpoO3y HX XH3HH H (HJH) 300pOBEIO, B T.4. IPHYHHEHHIO BPeAa CBOEMY 3IOPOBBIO,
camoyOuHCTBY;

5. cnocoGHOCTE BRI3BATH Yy HeTeH MeNaHHE YIOTPeOHTh HApKOTHYSCKHE CPENCTBA,
NCHXOTpONHEIE M (HIH) OJypMaHHBalOIME BellecTBa, TabayHele HM3MENIHA,
anKOTOMBHYI0O ¥  CHOMPTOCOACPMAINYI0  NPOZYKUMIO, YHBO ¥ HAMHUTKH,
H3rOTaBIIMBAEMBIE HA ero OCHOBE; MPHHATH YYaCTHE B a3apTHEIX HIDax, 3aHMMAaThCA
[IpOCTUTYLHEH, OPOAAKHHYECTBOM HIIH IIOTIPOINafHHYECTBOM;

6. oCOCHOBHIBAIOMAS HIM ONpPABABIBAIOIIAS JOOYCTEMOCTD HACHNMA M (WMiH)
aecrokocTH nubo mobyxaalomas OCYMIECTBAATE HACHALCTBEHHBIE AeHCTBHA IO
OTHOIIEHUIO K MOASM H KHBOTHBIM;

7.

OTPHUANIAAL CEMEHHEIE LEHHOCTH ¥ QOPMHPYIOWAA HEYBAXKCHHE K POJHTENAM U
(4yH) APYrUM WIeHaM CeMbH;

8. omnpaBppIBaromasi NPOTHEONPABHOE NOBEACHHUE;
9. comepxalas HELEH3YPHYIO OpaHb;
10. copeprkamasn nuoOpMALMIO OPHOrPahHIECKOTO XapaKTepa.

K uubopManyy, pacnpocTpaHeHHe KOTOPOH OrpaHHYEHO CpPend HeTed OlpeleNeHHOro
BO3pACTa, OTHOCHTCH:

1. medopmanus, npeacTaBnieMas B BHAE H300paKEHHS WM ONHCAHMA KECTOKOCTH,
(pmsuueckoro ® (MIM) TICHXMYECKOTO HACHNHA, NPECTYINICHHA HIH MHHOIO
anTHOGIICCTREHHOrQ JIEHCTBHS; -

2. BEBBIBAIOWIAA Yy AeTeH crpax, y)Kac MM NaHHKY, B T.4. [pEe/CTaBiieMad B BHIE
n3o0pakeHus WIW OIMCaHMs B YHMXalomel denopedeckoe AOCTOMHCTBO (opme

HEHACHJ/ILCTBEHHOH CMepTH, 3aboneBaHus, caMoyOHiicTBa, HECHACTHOTQ CIydad,
aBapHH HJIM KaTacTpo(bl B (HIH) HX IOCIEICTBRIA;

IpPEACTABNIAEMAT B BUAE H3OOPAKEHHS WX ONMHCAHUS NMOJOBEIX OTHOIIGHHYU MEXKY
MYXKYHHOM M JKEHIHHOM; '

4. cozpepianas OpanHbIe C10Ba M BHIPayKeHMA, HE OTHOCAIINECA K HeLeH3ypHO# Gpany.

3.

C yuerom sToro Bam npeanararorcs npasuna pabotst B cetn VHTEpHET [U1% Pas/IHYHEIX

BO3PACTHBIX Kareropmi, coOmopenue KOTOPHIX MO3BOMMT oOecHednTs MHPOPMALHOHHYIO
6e30macHoCTh BalIUX JeTeil.

Obwue npasuaa 0ns pooumened




HesaBucumo oT Bojpacta pebedxa mcmoms3ydite mporpammHOe —obecmeueHHe,
noMoratomee (GUILTPOBATE M KOHTPONMMPOBaTh HHGOpPMAalMIO, HO He INoaraiTech
TIOJIHOCTHIO Ha Hero. Bauie sruManue Kk peGeHKy - rIaBHEIH METOX 3al0UTEL

Ecnu Bam peCeHOK HMeeT akKayHT Ha OAHOM M3 coUMansHuX ceppucos (Livelournal,
blogs.mail.ru, vkontakteru ¥ T.i.), BHMMaTeNbHO H3YYHTE, KaKylo uH(OpMaIMIO
TIOMEILAIOT er0 YIaCTHHKH B CBOMX Npoduyax u Oxorax, sximovas Gororpapus ¥ BuAeO.
TIpoBeprTe, ¢ KaKHMH JPYTHMH CalTaMM CBA3aH CONMAaNbHBLA cepBHc Bamero pefenxa.
Crpanuyku Bammero peGerka MoryT 65Tk Ge30macHBIME, HO MOTYT H COAEPIKATH CCBUIKH
Ha HEXeNnaTelbHEIE H ONACHBIE caiiThl (HampuMep, MOPHOCAHT, HIM caliT, Ha KOTOpOM
APYr ynoMMHAeT HoMep coroBoro Tenedora Bawero pefemxa mm Bam momammuit
afpec)

Hoompsiite Banmmx nerefi coobinare 000 BCeM CTpaHHOM MM OTTAJKUBAIOMVM ¥ HE
CIIMIIKOM OCTPO pearupyiiTe, Korza OHH 3T0 ASNarOT (M3-32 ONACCHHS NOTEPATh JOCTYN K
VIHTepHETY ZOeTH He TOBOPAT pOJHTEIAM O nDpoblieMax, 2 TakXe MOryT HadaTb
HCnonp30BaTh VIHTEpHET BHE ZI0Ma M LIKOJIE).

bynete B Kypce cereBoil xu3HH Bamero pebenxa. MHTepecyiiteck, KTO HX JpY3bd B
HHuTepHeT TaK e, KaK HHTEPECYETECh PEaNbHBIMH IPY3bAMH.

Bospacm om 7 9o 8 aem

B WaTepuere peGeHOK crapaercs NOCETHTh T€ MM MHHE CaliThl, a BOSMOKHO M 4ATH,
paspellieHHe HA TOCELleHHEe KOTOPBIX OH He moxyunn 6wl ot poautenei. IToaToMy pomarensm
ocoBeHHO MoJIe3HBl - OyAyT Te OTYEeTHI, KOTOpBIE NPeJOCTAaBNAIOTCA IpPOrpaMMaMH IO
OrpaHHYEHHI0 HCIONB30BaHHA VIHTepHeTra, T. €. POAMTENbCKHH KOHTPONb HJIH TO, YTO BEHI
CMOKETe YBHUIETEL BO BpeMeHHEIX (aimax. B pesynsrare, y peGeHka He GyzieT OIYLIEHHS, 9TO
3a HHM BENETCH NOCTOAHHBIH KOHTPONb, OAHAKO, pomuTen OYAYT MO-NpexHEMY 3HATH, KAKUE
caitTe! noceniaeT ux peGenok. JleT B JAHHOM Bo3pacTe O0NAAAIOT CHIBHLIM UYBCTBOM CEMEBH,
OHE JOBEDUMBEI ¥ HE COMHEBAIOTCA B amTopurerax. OnE mo0sT HIpaTh B CETEBBIC HIPH M

IIyTCIeCTBOBaTL 110 HH’I‘CPHGT)’, HCIIOJIB3YA JJICKTPOHHYIO HIOYTY, 3aXO0JHTE HA caliTel ¥ YaTkl,
HE PEKOMCHAOBAHHBIC PDOAHTEIAMHA.

Cosetrl o Ge3onacHocTH B cetu MHTEpHET M1 fiereit 7-8 net

1. Cosapga#iTe CIHCOK JOMAUIHHX NpaBHA IocemeHHs MIHTepHeTa NpH y9acTud jeredt u
TpeOYHTE €ro BEINOMHEHHS.

2. TpeGyitte or Bamero pefenxa cOOMONSHUA BPEMEHHBIX HOPM HAXOKACHHSA 32
xomusroTepoM. [Toxaxute peberKy, yto Bl RalmonaeTe 3a HEM He OTOMY Yro Bam
3TO XO4YETeH, a NoToMy 4To Bri Oecnokoutecs © ero Se3onacHoCTd ¥ BCRIZA IOTOBH
MYy IOMOYb,

3. Kommneiorep ¢ mopxmouenueM K MHTepHETY HOmKeH HaxonauThes B ofuiell KoMHate
MO IPHEMOTPOM poauTeeii,

4. Wcnonp3y#Te cnenyanbHbIe AETCKHE IIOHCKOBEIE MalllHHEL

5. Hcnons3yiite cpencrsa 610KHPOBAHUS HEXKEIATENBHOIO KOHTEHTa KaK JONONHEHHE K
CTAaHAAPTHOMY POIHTENBCKOMY KOHTPOJIO.

6. CospmaiiTe CeMEHHBIM SNEKTPOHHBIA SIMAK, YTOOE He IMO3BONMTH JAETAM HMETH
COOCTBEHHEIE aapeca.

7.

Bnoxupyitte nocTyn K caitam ¢ CECIAaTHEIMM NOYTOBBLIMM ANIHKAME C TOMONIBIO
COOTBETCTRYIONIETO NPOrpaMMHOTo obecreueHns.
Ipuyyure nereit coeeToBaThes ¢ Bamu Tiepen onyGnuKoBaHMeM Kaxol-muGo
uH(OpMaNAN CPENCTBAMA IEKTPOHHOM NOYTHl, YaTOB, PErHCTPAUMORHEIX GOpM H
npoduneii.

Hayuure nereft ne sarpyxaTs Qailnibl, IporpaMMbl WM My3hKy 6€3 Baurero
corjiacus.




10. He paspemaiiTe AeTaM HCIOMB30BATE CIyxKOBI MTHOBEHHOTO 06MEHA COOBILCHHAMHE,

11. B «6enkrit» cuucok caitToB, pa3spelIeRHBIX /I HOCEIIEHUS, BHOCHTE TONLKO CAMTEL C
Xopoue# penyranuei.

12. He 3a0riBaiiTe GecegoBaTh ¢ JeTbMHM 00 Hx apy3pax B MiHTepHeTe, Kak ecinH OBl peub
LIJI& O JPY3bAX B PETLHOH XU3HH.

13. He penaitte «Taby» H3 BONPOCOB IIOJIOBOH KM3HH, TaK Kak B VIHTepHETE JIETH MOTYT
JIErK0 HaTKHYTECS HA NOPHOIPAdHIO HIIH CalThl «/UTA B3POCIBIXY,

14, Ilpuyuure Bamero peGenka coofmarte Bam o J00BIX yrpo3ax HIM TpeBOrax,
cBA3aHHEIX ¢ ViHTepHeToM. OcTaBaiiTech CIOKOHHEIME M HallOMHHTE JETAM, 9T0 OHU

B 0E3011aCHOCTH, €ClIM CaMH paccKasaiH BaM O CBOHX TpeBorax. IloxBamure MX H
II0COBETYHTE IIOMONTH elle pa3 B MOJOGHEIX CIyqasX.

Bospacm oemeti om 9 0o 12 nem

B naEHOM BO3pacTe AeTH, KAK NPABHIO, YKe HACIBINAHEL O TOM, Kakas MH(pOpMauus
cymectByeT B MuTeprere. CoBepimeHHO HOPMaJBHO, ITO OHM XOTAT ITO YBHAETDH, IPOUECTS,
yeubiiaTh. [Ipy 9TOM HYXHO NOMHMTB, YI0 HOCTYN K HEXENATelbHBIM MATEPHANAM MOJKHO
JErKo 3a6N0KMPOBATH NPH IOMOMIM CpescT PonuTensekoro KOHTpONS.

Cogersl o Ge301acHOCTH And geteil oT 9 no 12 ner

1. Cozpaiite cnyCOK QOMAHHEX NpaBun nocemeHus MHTepHeT npd ywacTun aeredt u
TpeOy#Te €ro BEIOIHEHUS.

Tpe6yiite oT Baruero peferxa coGmoneHus HOPM HaXOMIEHHA 38 KOMIBIOTEPOM.

Habmopakite 3a peGerxoM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKHTE eMy, 4T0 Bel

GecnokouTeck 0 ero 6e30MACHOCTH H BCErJa FOTORLI OKa3aThk eMY [TOMOLIb.

Komnerotep ¢ moAkmoyveRHeM B FIHTEpHET IOKEH HaXONUTRCA B obmel xoMHare

HOA IIPHCMOTPOM POITHTENEH. :

5. HcnonssyiiTe cpeJcTBa OJI0KHPOBAHHA HEXKEIATEIBPHOIO KOHTEHTA Kak JONOIHEHHE K
CTaHAAPTHOMY POIUTENECKOMY KOHTPOIIO.

6. He 3abniBaiiTe DpHHAMATE HENOCPEACTBEHHOE YUaCTHE B XH3HH pebenka Oecenosarsb
¢ neteMu 00 HX Apyswax B ViATepReTe.

7. Hacraupaiite, 9005 1ETH HHKOTA HE COTTIAINATHCE Ha IAHBIE BCTPEYH C APY3bAMA
no Murepnery.

8. TlosponsdiTe HeTsAM 3aXOoAWTh TONMBKO Ha caliTel u3 «Oenoro» COHCKa, KOTOPEIH
CO3JafiTe BMECTE C HUMH,

9. Ylpuyuure JneTed HUKOrZA HE BHAABATE NHYHYI0 WHOOPMALMIO CPEACTBAMY
3NEKTPONHOH IOYTHI, YATOB, CHCTEM MIHOBEHHOro o0MeHda COOGNIEHHAMH,
perucTpanMOHHEIX GOpM, THYHBIX OpoQHUIel W MpH PETHCTPalMH Ha KOHKYPCHI B
HnrepHere.

10. Ilpuyunte netei He 3arpyxark rnporpammel 6e3 Bamero paspemenus. Obwsacaute
HM, HYTO OHH MOTIYT CIy4YalfHO 3arpy3dThb BHDPYCEl MM IDYIO€ HEXeNIaTeIbHOoe
IporpaMMHBoeE obeceqeHue.

11. Cospafite Bamemy pe0eHKy OrpaHHYEHHYIO YYETHYIO 3alHCh 11 paboThl Ha
KOMIIBIOTEPE.

12, Ilpuysmre Bamero pefenxa coofmiaTh BaM © JHOOBIX Yrposax HIM TPEBOraX,
cpasanubiX ¢ MnrepueromM. HanoMunTe feTsM, YTOo OHH B OE30IACHOCTH, ECIH CAMH
PaccKa3ai¥ BaM O CBOMX TPEBOTaxX ¥ ONACeHMAX.

13. PacckaxaTe feTsm o nopuorpaduu B Matepnere.

14, Hacraunalite Ha TOM, 4T005 AETH NPEAOCTABIIM BaM JOCTYH K CBOEH JJIEKTPOHHOH
11o4te, YTOOH! BEI YOSHKIUCH, YTO OHY He 00MAK0TCA C HE3HAKOMIJAMH.

15. O6bacHuTe HeTAM, YTO HeNb3d MCHONL30BaTh  CeTh
PacnpoOCTPaHSHHS CIIICTEH KK YIpo3.

2.

IS XYJMrascTsa,




- Bospacm oemeii om 13 00 17 nem

B 3T0M BO3pacTe MOAPOCTKH AKTHBHO HCOONB3YIOT TOHCKOBEIE MAUIHHBI, IOIB3YIOTCH
3NIEKTPORHOH TIOUTOH, CIyX6aMH MrHOBeHHOro obMeHa COOBIIEHMSIMH, CKRYHBAIOT MY3BIKY H
dunsMbl. ManpbypKkaM B 3TOM Bo3pacTe OOJNbIIE OO HpaBy CMETaTh BCE® OTPaHMYCHMd, OHH
KaKAYT IPyGOro 1OMOpa, a3apTHEIX UIP, KAPTHHOK UIA B3POCHERXY. JIEBOUKH NPEATIOUATAIOT

obmarecs B warax, IpH OTOM -OHM Tropasgo Oonee GYYBCTBHTENBHBI K CEKCYANbHLIM
nomorarenscTsaM B MaTteprere.

3a4acTyiO B JAHHOM BO3PAcTe POAMTENAM YXKE BECHMA CIOXHO KOHTPONHPOBATE CBOHX
nereff, Tak kak o6 VaTepHeTe OHE yiKe 3HAIOT 3HayuTeNsHo Oonbiue cBoux pomaTtenei. Tem ne
MeuHee, He OTnyckaiite getedl B «cBoOoauoe nnasawuey o WarepHery. Crapaiitech aKTHBHO
y4acTBOBATE B 06ueHUH peberka B MuTepHeTe.

BaxHo mo-npexHeMy cTporo cobmopare mpasuna VIHTepHer-Oe3omacHocTH -
cornameHHe MEXIY pPOAHTENAIMH H AeThMH. Kpome TOro, HeoOXOAMMO Kak MOXHO 4Yallg
[IPOCMAaTPHBATh OTYETHI 0 JesrensHocTy aereil B iATepHete. Crnenyer obpaTuTh BHHMAHHE Ha

HeOOXOMUMOCTE COEpKaHUs POJUTENLCKUX Naposied (maposeli aAMHHHCTPATOPOB) B CTPOTOM
cekpere 1 00paTuTh BHUMAHHE Ha CTPOrOCTh ITHX 11apOJIei.

CoseTsl 110 Ge30MacHOCTH B 3TOM Bo3pacTe oT 13 a0 17 ner

1. CosgaiiTe CcHHCOK JOMAIIHMX TPABHJ TIOCENeHMs MHTepHeTa NpH yYacTHH
TIOAPOCTKOB B Tpebyiite Gesycnopsoro ero spmontenus. Ofrosopute ¢ pefenkom

COHCOK JANpeleHHBX CafiToB («9EpHBI CHHCOK»), uwacel pabotsl B WHTephere,

pyxoBoacTso 1o o0ueHuio 8 Mureprere (B TOM YHCAE B yaTax).

KomnbioTep ¢ NOAKMOYCHHEM K cetd VIHTepHeT INOMKER HAXOmuTees B ofmeH

KOMHaTe,

3. He 3a0riBaliTe Oecenosars ¢ neTbMH 00 BX apy3sax B VIHTEpHETE, O TOM, ¥eM OHH
RaHATHl TakuM oOpazom, Oynro peds HAET Q IPY3bsX B pEATGHOH IKHIHH.
Copamvpalite 0 JHOAAX, C KOTOPLIMH NeTH OOIAIOTC IMOCPEACTBOM Clyx0
MrHOBEHHOTO 00MeHa coobuIeHUAMHE, YTOGEI YOEOUTHCH, YTO STH JIOAK HM 3HAKOMEL

4. Hcuons3yire cpencrsa 6IOKMPOBAHMS HEXENATENbHOIQ KOHTEHTa KaK JIONOTHEHHE K
CTaHAapTHOMY POHTENECKOMY KOHTPOIIIO.

5. HeobxomuMoO 3HATh, KAKMMH 4araMd IIOJIG3YIOTCH DBawm nern. Hoompzi&’rc

HCIIONB30BAHHE MOJEPHPYEMEIX 4aTOB M HacTauBajiTe, 4Tobwl seTH He ofmamice B
TIIPHBATHOM PEXHME.

6. Hacrausadite ma ToM, 4TOOBI AETH HHKOrIA HE Bc'rpeqanHCL THYHO © APY3bAMHE M3
cety MHTepHeT.

Ipuyuynte perelf He BHJIABATH CBOIO AHUHYI0 uHGopManmuio cpeacTeamy

3NCKTPOHHOX MOYTHI, YaTOB, CHCTEM MIHOBEHHOrO oOMeHa coolmeHuaMHY,

PETHCTPAaUMOHHEIX (QOPM, TUYHBIX NPOQUIEH M UpH PerucTpallHH Ha KOHKYDCH B

Hurepnete,

IIpuyuute pereit He 3arpyxath nmporpammsl 0e3 Bawmero paspemenus. OGnicHuTE

UM, YTO OHH MOTYT CJYy4aiHO 3arpy3uTh BHPYChl HIH IPYroe HexeNaTelbHoe

nporpaMMHoe obecrederue,

Ilpuyynre Bamero peGenka coobmarh Bam 0 Jr0GbIX Yrpo3ax HIH TPEBOrax,

CBA3aHHEIX ¢ MHTepHerom. HanoMHuTe MeTAM, YTO OHM B GE30MACHOCTH, ECIH CAME

pacckasajld BaM, O CBOMX yTpo3ax WJIHM TpeBoraX. IloxBamumTe HX M IOCOBETYHTE

NOJOHTH elue pa3 B MOJZOBHEIX cIydasx. '

Pacckaxuare neraM o nopHorpadum B MieTeprere. IToMoruTe mM 3almHTHTBECH OT

cnama. Hayuwte n0ZpoCTKOB He BBIIaBaTh B VIHTepHETE CBOEro peaTbHOro

10.




3JIEKTPOHHOrO ajpeca, -He - QTBeYaTh HA HEXeJaTelbHple IHChMA H HCIOJNB30BATh
CHELHANLHEIE IOYTOBBIE QUIBTPEL

11. Tlpnyymte ceGs 3HAKOMMTBCS ¢ caliTamy, KOTOPBIE IOCEIAIOT IOAPOCTKH.

12. Hayyure fgeredt yRaxaTsh Apyrux B dHTEpHeTe. Y8euTecs, YT0 OHA 3HAKOT O TOM, ¥TO

| IpaBH/Ia XOPOLIETO MOBEAEHHUA HeHCTBYIOT BE3ie — JAKE B BHPTYANEHOM MHpE.

13. OGBsacHUTEe JersM, YTO HM B KOeM clydae HeNb3d Hcnonssosath Cers
XYJIMraHCTBa, PACIPOCTPAHEH s CIUICTCH MK YIPO3 APYTEM MIOZAM,

14, O6cyauTe ¢ MOAPOCTKAMHU HPOOGEMB! CETERBIX A3aPTHEIX HIP W WX BOIMOMKHEIH PHCK.
HanoMHHTE, 9TO I€TH HE MOTYT HI'PATh B 3TH HI'PhI COTJIaCHO 3aKOHY.

Tocrosnno KoRTpONMMpyHTe HcnoibiobaHue VurepHera Bammm peGenxom! D10 He

HapyWIEHHE er0 NWYHOro MpOCTPAaHCTBA, & MEpa MPeHOCTOPOXHOCTH M mposeneHue Bamei
POTHTENBCKOH OTBETCTBEHHOCTH U 3a00THL




